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Guidance – best practice security & resilience
Transparency – reporting obligations
Supply chain dependencies
Accountability – board involvement
Risk-based



Risk
Insecure 
Exposed
Targeted

ICT is a primary business process 
ICT is top #3 corporate risk
Impact is beyond local

ICT experts work in silos
ICT perceived as “dark art”
ICT risk is delegated



NO-ICT 
is no ICT problem*

*Quote Schuberg Philis
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Less is More



Oversight pitfall 1

Report everything, indifferently

• Prioritise over completeness
• Align internally

• Define outcomes, measure, report
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Oversight pitfall 2

Condense everything in averages



Oversight pitfall 2

Condense everything in averages

• “God is in the details”

• Simplify – but not too much

• Identify critical risks - and their impact



Oversight pitfall 3

Report all green



Oversight pitfall 3

Report all green

• Report key gaps and exceptions

• With the risk impact

• And the mitigation / remediation plan



Lessons learnt



Board training pitfall 1

Send your Board members to class



Board training pitfall 1

Send your Board members to class

Training in all hands meeting
In person
During a regular Board meeting



Board training pitfall 2

Use off-the-rack training content



Board training pitfall 2

Use off-the-rack training content

• Content tailored to the organisation
• Using their language 

• Referring to their existing governance 
• Providing feedback on gaps



Board training pitfall 3

Train them as mini-CISOs



Board training pitfall 3

Train them as mini-CISOs

• Explain cyber risk as business risk
• Identify risk appetite

• Provide guidance to oversee
• Less is more



Compliance?

Security & Resilience?



Auditors - Regulators



Risk-based means prioritization

• Risks - controls - oversight

• Governance - accountability

• First, second and third line of defense

• But also audit and regulatory oversight

• Compliance turning into security and resilience

• The goal is within reach



More

GUIDE!TO!CYBER!SECURITY!FOR! 
DIRECTORS!AND!BUSINESS!OWNERS

https://www.cybersecuritycouncil.nl/documents/2025/08/14/guide-to-cyber-security-for-directors-and-business-owners 

https://blogs.microsoft.com/on-the-issues/2025/04/30/european-digital-commitments/ 
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