


Who Are We?
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German Intelligence Warns of Russian GRU Cyberattacks Targeting
NATO and EU

Story by Regtechtimes » 1w » (J 3 min read

Cybercrime and sabotage cost German
firms $300 bln in past year
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Cloud (IAAS): 70% market share

dWS

Office automation (SAAS): 100% market share

CapEx: 100 $bn/year (2024) [ of
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https://www.gartner.com/en/newsroom/press-releases/2024-07-22-gartner-says-worldwide-iaas-public-cloud-services-revenue-grew-16-point-2-percent-in-2023
https://www.ft.com/content/f01529ad-88ca-456e-ad41-d6b7d449a409
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ATLANTISCH PERSPECTIEF | TECHNOLOGY DIALOGUES

Digital Sovereignty Is
Impossible Without Big
Tech

A Call to Action

Freddy Dezeure, Prof. Lokke Moerel, and Dr. George
Webster™
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~ What is the issue?

KShared Responsibility Modh on

Responsibility SaaS PaaS laaS prem

= CSPs rely on customers to ety e, EEEN

. . retained by the customer Dengealltls e 16 . . . .

implement secure settings e B R R

™ Customers IaCk CapaC|ty and Ident.itg.rlanddirectoryinfrastructure ‘ ‘ . .

. Responsibility Applications - ‘ . .

expertlse varies by type Network controls - ‘ . .

= Most organizations are not / will S = =
Physical hosts N |

never be secure g e EEEB

= Thriving economy of criminals Pysical detacenter B =

hacking our infrastructure and Il vicrosort [l costomer [ sores

vendors promising to protect it
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..keeps both wheels working
when cornering or driving in
gusty winds

The result is improved
handling and road holding
stability, particularly at speed



Other industries have undergone
radical transformations to
prioritize safety & security
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How does the software industry
stack up?




Basic, preventable classes of vulnerabilities are causing significant harm

@he Washington Post

Democracy Dies in Darkness
China’s cyber army is invading critical U.S.
services

A utility in Hawall, a West Coast port and a pipeline are among the victims in the past year, officials say

MOVEit, the biggest

Ivanti devices hit by wave of exploits for latest haCKbOf the year, by the
security hole numpers

At this point you might be better off just shutting the stuff down At least 60 million Individuals affected though
the true number is far higher

T: TechCrunch




THE BURDEN FALLS
ON END USERS




U.S. National Cybersecurity Strategy

“We must rebalance the responsibility to
defend cyberspace by shifting the burden for
cybersecurity away from individuals, small
businesses, and local governments, and onto
the organizations that are most capable
and best-positioned to reduce risks for all
of us.”

NATIONAL
CYBERSECURITY
STRATEGY



CISA’s Secure by Design Whitepaper
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PRINCIPLES AND APPROACHES FOR ‘
SECURE BY DESIGN SOFTWARE

)ﬂ KOREA INTERNET &
KISAS SECURITY AGENCY




SECURE BY DESIGN
PRINCIPLES

G

1 Take ownership
« Of customer 3 Lead from

security outcomes . the top

2 Radical transparency
« and accountability




MULTIFACTOR
AUTHENTICATION (MFA)

VULNERABILITY
DISCLOSURE POLICY

SECURE BY DESIGN

PLEDGE

G OALS

DEFAULT PASSWORDS REDUCING ENTIRE CLASSES SECURITY
OF VULNERABILITY PATCHES

COMMON VULNERABILITIES EVIDENCE
AND EXPOSURES (CVE) OF INTRUSIONS




A call to action

Improving the world’s cyber resilience, at scale
Implementing baseline security by c

Freddy Dezeure, Prof. Lokke Moere
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https://www.researchgate.net/publication/378213351_Improving_the_world's_cyber_resilience_at_scale_Implementing_baseline_security_by_default

arnment guidance

Vendor guidance
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Individual efforts to harden infrastructure: =
+ - Internal expertise

- Paid vendor support

- Specialised consultancy

CLOuUD

PROFILE


https://cloud.google.com/security
https://workspace.google.com/security/

arnment guidance

@ scusa -
. CyberFundamentals

Vendor guidance

FedRAMP

DS .// dWS.dmMazon.com/Secur
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CIS_Google_Cloud_Platform_Foundation_Benchmark_v3.... \
Page 1 of 329 : =
sers .

CIS_Amazon_Web_Services_Foundations_Benchmark_v3....
Page 1 of 245 N.. : : -
Individual efforts to harden infrastructure: %

Internal expertise
Paid vendor support
Specialised consultancy

CIS Microsoft Azure
Foundations Benchmark


https://cloud.google.com/security
https://workspace.google.com/security/

Example lack of SbD

Recent Red Team findings

( )
0 Ensure 'Users can create security groups in Azure portals, APl or PowerShell' is set to 'No'

\_ J

-

Y  Ensure That 'Users Can Register Applications' Is Set to 'No'

~
Ensure 'User consent for applications' is set to 'Do not allow user consent’ or Ensure 'User
consent for applications' Is Set To 'Allow for Verified Publishers'

\_ J
-

_.—I—._ Ensure that 'Restrict non-admin users from creating tenants' is set to 'Yes'
\_ J
p

/‘.' Ensure that 'Users can create Microsoft 365 groups in Azure portals, APl or PowerShell' is
set to 'No’




@ General

§33 Expiration

s Naming policy

Activity

&2 Privileged access groups (Preview)
= Access reviews

Audit logs

Bulk operation results

Troubleshooting + Support

ecent Red Team

User Admin will have read-only access
when the value of this setting is Yes'. @

Security Groups

Users can create security groups in Azure
portals, APl or PowerShell

Microsoft 365 Groups

Users can create Microsoft 365 groups in
Azure portals, APl or PowerShell




Built-in / opt-out
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Tiered approach

=

' Secure baselines by default in the user environment, at no additional cc

J———

Q If (1) not possible, implement secure baselines by workflow

- g
If (1) — (2) not possible: offer transparently explained opt-in services (e.g.,
logging and secure backups)

o—@ Timely warnings if defaults are changed and baseline security i

L@_] Higher tiers of protection for specific industries

-

e r.




munity support
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‘_’mperfect market

Regulators
Vendors 853 - Organised by country/sector
»  Profit driven » Slow and static

» Lacking skills
« Influenced by lobbyists

» Organised by product
» Concerned about legal
risks

Lobbying for status quo

Customers
« Focused on convenience,
and cost

Community S

» Mostly representing mature
organizations

» Lacking resources




Next steps
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