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Dutch Cyber Security Council

Advice cyber resilience SME

“SME lack knowledge about 
cyber risks as well as about 
what adequate measures are”

June 2024



August 2021
President Biden to CEOs Big Tech



U.S. National Cybersecurity Strategy 
2023
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“We must rebalance the responsibility to defend 
cyberspace by shifting the burden for cybersecurity away 
from individuals, small businesses, and local governments, 
and onto the organizations that are most capable and 
best-positioned to reduce risks for all of us.”

https://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-announces-national-cybersecurity-
strategy/ 

https://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-announces-national-cybersecurity-strategy/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-announces-national-cybersecurity-strategy/


Digital Sovereignty

Should the EU be worried?



Sept. 2024



§ 3 main action areas, incl. increasing security & 
reducing dependencies

§ Too late for EU to develop systemic challengers to US 
cloud providers

“the investments needed are too large and would divert 
resources away from sectors and companies where the EU’s 
innovative prospects are better”

§ Need to collaborate between EU/US cloud providers 
to increase security

Sept. 2024



Managing the world’s infrastructure
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Gartner Says Worldwide IaaS Public Cloud Services Revenue Grew 16.2% in 2023
Tech giants pour billions into cloud capacity in AI push 

Cloud (IAAS): 70% market share

Office automation (SAAS): 100% market share

CapEx: 100 $bn/year (2024)

https://www.gartner.com/en/newsroom/press-releases/2024-07-22-gartner-says-worldwide-iaas-public-cloud-services-revenue-grew-16-point-2-percent-in-2023
https://www.ft.com/content/f01529ad-88ca-456e-ad41-d6b7d449a409


Feb. 2024



What is the issue?
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“Shared Responsibility Model”

§ CSPs rely on customers to 
implement secure settings

§ Customers lack capacity and 
expertise 

§ Most organizations are not / will 
never be secure

§ Thriving economy of criminals 
hacking our infrastructure and 
vendors promising to protect it



Government guidance
Vendor guidance

https://learn.microsoft.com/en-us/microsoft-365/security/
https://www.microsoft.com/en-us/security
https://aws.amazon.com/security/ 
https://cloud.google.com/security 
https://workspace.google.com/security/ 

Users

Individual efforts to harden infrastructure:
- Internal expertise
- Paid vendor support
- Specialised consultancy

Community guidance

https://cloud.google.com/security
https://workspace.google.com/security/


Example lack of SbD
Recent Red Team findings

Ensure 'Users can create security groups in Azure portals, API or 
PowerShell' is set to 'No'

Ensure That 'Users Can Register Applications' Is Set to 'No'

Ensure 'User consent for applications' is set to 'Do not allow user consent’ or 
Ensure 'User consent for applications' Is Set To 'Allow for Verified Publishers'

Ensure that 'Restrict non-admin users from creating tenants' is set to 'Yes'

Ensure that 'Users can create Microsoft 365 groups in Azure portals, API or 
PowerShell' is set to 'No’



Recent Red Team
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Our call to action
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https://www.researchgate.net/publication/378213351_Improving_the_world's_cyber_resilience_at_scale_Implementing_baseline_security_by_default 

Improving the world’s cyber resilience, at scale
Implementing baseline security by default

Freddy Dezeure, Prof. Lokke Moerel, and Dr. George Webster

https://www.researchgate.net/publication/378213351_Improving_the_world's_cyber_resilience_at_scale_Implementing_baseline_security_by_default


Built-in / opt-out
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Tiered approach

Secure baselines by default in the user environment, at no additional cost

If (1) not possible, implement secure baselines by workflow

Timely warnings if defaults are changed and baseline security is not met

If (1) – (2) not possible: offer transparently explained opt-in services (e.g., 
logging and secure backups) 

Higher tiers of protection for specific industries



Community support
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Panel Introduction

Jack Cable
CISA

Matthijs van 
Amelsfort

NCSC

Hans de Vries
ENISA

Andreas Rohr
DCSO

Marty Smit
ASML 

Bart Asnot
Microsoft



What are the challenges?



What about
EU laws - NIS2, DORA, CRA? 

ENISA Cloud Certification Scheme?
CISA Secure by Design pledge?
MSFT Secure Future Initiative?



C I S A ’ s  S e c u r e  b y  D e s i g n  W h i t e p a p e r





SECURE FUTURE INITIATIVE (SFI)

Secure by design

Security comes first when 
designing any product or 

service

Secure by default

Security protections are 
enabled and enforced by 
default, require no extra 

effort, and aren’t optional

Secure operations

Security Controls and 
monitoring will be 

continuously improved to 
meet current and future 

threats



What is needed (also from you...)?



An imperfect market

Community
• Mostly representing mature 

organizations
• Lacking resources

Vendors
• Profit driven
• Organised by product
• Concerned about legal 

risks
• Lobbying for status quo

Customers
• Focused on convenience, 

and cost
• Lacking skills
• Dealing with legacy
• Scattered

Regulators
• Organised by country/sector
• Slow and static
• Lacking skills
• Influenced by lobbyists


