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The magic term "technological sovereignty”

Ursula von der Leyen, President of the European Commission, spoke about the magic term “technological sovereignty” in her
"state of the union." We all talk about this in the technology sector. What we mean is that we must not become dependent on
China and the United States and must be able to meet our own European needs - Preferably not just at the European level, but
also at the national, or why not, at the regional level.




B reotechimes R Sept. 2024

German Intelligence Warns of Russian GRU Cyberattacks Targeting
NATO and EU

Story by Regtechtimes « Tw « (U 3 min read

Cybercrime and sabotage cost German
firms $300 bln in past year

By Reuters
August 28, 2024 10:30 PM GMT+2 - Updated 22 days ago
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Britain and US sound alarm over growing
Chinese cyber threat

By Michael Holden and James Pearson

pa| | <
May 14, 2024 6:05 PM CMT+2 - Updated 4 months ago ‘ m ’ ( <




Dutch Cyber Security Council
June 2024

Advice cyber resilience SME C S R

“SME lack knowledge about

cyber risks as well as about _ _
‘Verkleinen van de cyberweerbaarheidskloof’

what adequate measures are” e bere e e o et

\ / Nederlandse midden- en kleinbedrijf




CEOs Big Teczlj”

AUSLZ

“The reality is most of our critical infrastructure is owned and operated by the private
sector, and the federal government can’t meet this challenge alone,” Biden said. “I've
invited you all here today because you have the power, the capacity and the

responsibility, | believe, to raise the bar on cybersecurity.”




U.S. Natior arsecurity Strategy
o 2023

| “We must rebalance the responsibility to defend
cyberspace by shifting the burden for cybersecurity away

from individuals, small businesses, and local governments
and onto the organizations that are most capable and
best-positioned to reduce risks for all of us. r



https://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-announces-national-cybersecurity-strategy/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-announces-national-cybersecurity-strategy/

igital Sovereignty

Should the EU be worried? \
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The future
of European
competitiveness

Part B | In-depth analysis and recommendations

FIGURE 6
EU cloud market size
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The future
of European
competitiveness

Sept. 2024

SEPTEMBER 202

KB main action areas, incl. increasing security & \
reducing dependencies

= Too late for EU to develop systemic challengers to US
cloud providers

“the investments needed are too large and would divert

resources away from sectors and companies where the EU’s
innovative prospects are better”

= Need to collaborate between EU/US cloud providers
to increase security /




Managing: d’s infrastructure

B Microsoft
Cloud (IAAS): 70% market share

Office automation (SAAS): 100% market share

aWs

CapEx: 100 $bn/year (2024)



https://www.gartner.com/en/newsroom/press-releases/2024-07-22-gartner-says-worldwide-iaas-public-cloud-services-revenue-grew-16-point-2-percent-in-2023
https://www.ft.com/content/f01529ad-88ca-456e-ad41-d6b7d449a409
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Digital Sovereignty Is
Impossible Without Big
Tech

A Call to Action

Freddy Dezeure, Prof. Lokke Moerel, and Dr. George
Webster*
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hat is the issue?

“Shared Responsibility Model”
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Responsibility

Information and data

CSPs rely on customers to Jeposilty e | o ol and s

implement secure settings e e

Identity and directory infrastructure

Customers lack capacity and —
. Responsibili LT
eXpe I’tl se variis by tygz

Network controls

Most organizations are not / will Operating system
Physical hosts
never be secure Respionsibility transfers

to cloud provider
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ernment guidance

o
- CyberFundamentals
FedRAMP

Vendor guidance

https://learn.microsoft.com/en-us/microsof
https://www.microsoft.com/en-us/se
hittps://aws.amazon.com/security/

2s://cloud.google.com/security

~ DACEe.ac

CIS_Microsoft_365_Foundations_Bench... \
Page 1 of 417
sers \\
QJID. Internet Security* Wy LId sencnmarks
Individual efforts to harden infrastructure: &
s+ - Internal expertise
- Paid vendor support
CIS Microsoft 365 - Specialised consultancy

Foundations Benchmark

v3.1.0 - 04-29-2024


https://cloud.google.com/security
https://workspace.google.com/security/

Example lack of SbD

Recent Red Team findings

Ensure 'Users can create security groups in Azure portals, API or
PowerShell' is set to 'No'

Ensure That 'Users Can Register Applications' Is Set to 'No'

Ensure 'User consent for applications' is set to 'Do not allow user consent’ or
Ensure 'User consent for applications' Is Set To 'Allow for Verified Publishers'

Ensure that 'Restrict non-admin users from creating tenants' is set to 'Yes'

Ensure that 'Users can create Microsoft 365 groups in Azure portals, APl or
PowerShell' is set to 'No’




€3 General
£33 Expiration
03 Naming policy
Activity
Privileged access groups (Preview)
= Access reviews

Audit logs

Bulk operation results

Troubleshooting + Support

ecent Red Team

User Admin will have read-only access
when the value of this setting is 'Yes'. ®

Security Groups

Users can create security groups in Azure
portals, APl or PowerShell

Microsoft 365 Groups

Users can create Microsoft 365 groups in
Azure portals, API or PowerShell




Our call to action

Improving the world’s cyber resilience, at scale

Implementing baseline security by defa

Freddy Dezeure, Prof. Lokke Moerel, and Dr. Ge

-
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https://www.researchgate.net/publication/378213351_Improving_the_world's_cyber_resilience_at_scale_Implementing_baseline_security_by_default

Built-in / opt-out




Tiered approach

Q If (1) not possible, implement secure baselines by workflow

- g —
If (1) — (2) not possible: offer transparently explained opt-in services (e.g.,
logging and secure backups)

|

@ Higher tiers of protection for specific industries

P e




munity support
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Panel Introduction
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are the challenges?
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What about
EU laws - NIS2, DORA, CRA?

ENISA Cloud Certification Scheme?
CISA Secure by Design pledge?
MSFT Secure Future Initiative?




PRINCIPLES AND APPROACHES FOR
SECURE BY DESIGN SOFTWARE

CISA’s Secure by Design Whitepaper

Communications Centre de la sécurité :
Security Establishment  des télécommunications // National Cyber

Security Centr
Canadian Centre Centre canadien SCINRY ety
for Cyber Security pour la cybersécurité

w National Cyber —J) | CSIRTAmericas

Security Centre 7 | Network

certnz

—

17X
©

KOREA INTERNET &
KISA ™. SECURITY AGENCY




SECURE BY DESIGN

PLEDGE

G OAL S
L}
MULTIFACTOR DEFAULT PASSWORDS REDUCING ENTIRE CLASSES SECURITY
AUTHENTICATION (MFA) OF VULNERABILITY PATCHES

VULNERABILITY COMMON VULNERABILITIES EVIDENCE
DISCLOSURE POLICY AND EXPOSURES (CVE) OF INTRUSIONS




B Microsoft

SECURE FUTURE INITIATIVE (SFI)

& © ©

Secure by design Secure by default Secure operations
Security comes first when Security protections are Security Controls and
designing any product or enabled and enforced by monitoring will be

service default, require no extra continuously improved to
effort, and aren't optional meet current and future

threats



needed (also from you...)?




Vendors

e Profit driven

* Organised by product

* Concerned about legal
risks

* Lobbying for status quo

Community

* Mostly representing mature
organizations

* Lacking resources

_

imperfect market

Regulators
« Organised by country/sector

* Slow and static

:

Lacking skills
Influenced by lobbyists

Customers

* Focused on convenience,
and cost
Lacking skills
Dealing wit



