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Once upon a time
Threat intelligence

department



1940
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Threat
Key adversaries

“CTI”



Don’t look only at the threat

Impact
Key assets & potential harm

Vulnerability
Key systems & controls

TID

Threat
Key adversaries, TTPs, Motives



CISO

Board, C-Suite

Business / IT / OT

Report
Assure
Validate

Monitor
Respond
Adapt

Risk appetite
Key assets
Budget

Controls
Policies
Resources

Inspired by NIST CSF

Organize your cyber risk management



Controls
Policies
Resources

Monitor
Respond
Adapt

CISO

Board, C-Suite

Business / IT / OT

Evidence-based action



Evidence-based action

• Evidence rather than compliance
• Beyond intentions and self-assessment
• Data from the infrastructure
• Are the controls in place? Do the function as intended? Are they 

sufficient?
• Threat-informed rather than static
• Adapt the defense to the evolution of the threat, vulnerabilities and assets

• Measure, monitor and adapt
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CVSS severity scores of the CVEs exploited by the top five ransomware groups

Credit TrendMicro 2023
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Exploit Prediction Scoring System



Credit Eireann Leverett



Credit Eireann Leverett



Monitor
Respond
Adapt

Report
Assure
Validate

CISO

Board, C-Suite

Business / IT / OT

Evidence-based reporting



• Risk appetite rather than zero risk
• Top10 rather than everything
• Priorities rather than averages
• Reporting gaps rather than “all green”
• Embedded rather than disjointed
• Exceptions rather than acceptance
• Relevant stories
• Peer comparison (if you can)

Help your Board to have Informed Oversight



• Maintain an up-to-date inventory of assets 
• [% accurate key assets] [# rogue devices ]  

• Produce reliable, safe and secure backup of key assets
• [% key assets with off-line, secure and tested backups ]

• All key data is reliably and safely protected by encryption
• [% key data encrypted at rest and in transit with keys under your control ]

• Enforce multi-factor authentication wherever possible
• [% implementation of MFA for privileged access accounts ]

• Limit users’ permissions to what is strictly necessary
• [% endpoints with local admin rights]

• Perform timely patching of important vulnerabilities 
• [% high risk patches implemented in time]

• Collect and analyze logs of all key systems 
• [% of key systems onboarded]

• Segment your network to protect your key assets
• [% gaps found during testing]

• Exceptions/risk acceptance/policy violations
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Key Control Indicators



• Treat cyber risk as a business risk
• Choose one framework (ISO, NIST, CIS, COBIT…)
• Prioritize: threats, assets, vulnerabilities/controls
• Align internally (CISO, risk, IT/OT operations, audit etc.)
• Go beyond compliance - measure effectiveness
• Report to your Board in their language and, if possible, in-person
• Report gaps and trajectory to close them
• Report exceptions/acceptance/violations
• Train your Board to deal with cyber
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Is our cyber risk sufficiently mitigated?
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Who delivers the message?



Nobody



The wrong messenger



Too many messengers



Credit: Cambridge University Library

Messenger speaking an unknown language



Make sure your message comes across
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Example Board report



• Reporting Cyber Risk to Boards – Board Edition

• Reporting Cyber Risk to Boards – CISO Edition

The documents are also available in FR, DE, NL

25

Want to know more?

https://www.researchgate.net/publication/359427984_Reporting_Cyber_Risk_to_Boards_Board_Edition
https://www.researchgate.net/publication/359338731_Reporting_Cyber_Risk_to_Boards_CISO_Edition


Country-level Metrics Working Group starting in October

- Which controls are working on country level? 
- How do you measure the impact?
- How do you report to your PM?

Targeting best practice countries, results to be published.
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Call for interest



Don’t hide the risk, manage it

FreddyDezeure.eu
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