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• Consultancy
– Independent Strategic Advisor
– Trainer C-Suite/Board
– Board Member EclecticIQ
– Advisory Board Member SpyCloud, Intel471, Phantom Cyber

• Thirty years at the European Commission
– Head of CERT-EU, protecting 100.000 users in 60 organizations
– COO, CRO at the Joint Research Centre (3000 scientists)
– Internal and external audit

• Five years as CIO in private industry

About Me
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Agenda
• General Context

• Threat Intelligence

• Maturity Gap and Opportunities

• One more thing
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• Initial distribution via MeDoc
• Disruptive intent in UA
• Disruption worldwide
• Massive economic impact

(Not)Petya June 2017
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Impact
Maersk/APM

FedEx/TNT
• Parcels with next day delivery commitment were not 

delivered after a month
• Customers had to resubmit documents for parcels 

already in transit
• Lost parcels? 

• 17 container terminals disrupted for days
• Loading and unloading impossible because of 

uncertainty of the shipments
• Delays down the logistic chain
• Perishable goods lost?
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Impact
Maersk/APM

FedEx/TNT
“It is reasonably possible that TNT will be unable to fully 
restore all of the affected systems and recover all of the 
critical business data…”
“We are still evaluating the financial impact of the attack, 
but it is likely that it will be material” 6



General Context
• Dependent

– Service delivery requires connectedness
– Distributed systems (factories, cars, health…)
– Everything and everybody exposed

• Vulnerable
– Broad attack surface
– Inherently fragile systems
– Often unpatchable

• Determined Adversaries
– Industrialisation of exploit development
– Leakage and proliferation of sophisticated techniques
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Risk
Threat x Vulnerability x Impact

Threat

VulnerabilityImpact
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Risk
Threat x Vulnerability x Impact

Adversaries

VulnerabilityAssets
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Key Questions
• Who? 
• What?
• Why? 
• How?
• When? 
• Does it matter to us? 

Observe
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CTI
Repository

Selection
Plausibility
Enrichment

Contextualization



Selection
Formatting

Routing
Course of Action

Correlation
Taxonomy

CTI
Repository

Applications

Hosts

Networks

Feedback
Positives

False Positives

Operationalise
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Threat Intelligence
Threat x Vulnerability x Impact

Adversaries

VulnerabilityAssets

Motives
Targets
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Motives/Targets
• Financial Gain

– Targeted ransomware, blackmailing
– Diverting financial transactions
– Benefitting from inside information
– Market manipulation 

• Improve Position
– Compete (IPR, business information)
– Oppress political adversaries, manipulate press, opinion

• Disrupt
– Strategic
– (Terrorism)
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Inside Information
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Targeting Us
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Threat Intelligence
Threat x Vulnerability x Impact

Adversaries

VulnerabilityAssets

Infrastructure (IOCs)
Methods (TTPs)

16



• Detection becomes more and more difficult

• Very short-lived
– Domains: Very high number of domains, freshly registered
– IPs: Changing: active, parking, legit
– MD5: Victim-specific malware
– Email metadata: changing on a daily basis

• Blending in with the user
– User agent
– Proxy credentials
– Timing / batch processing
– Legitimate domains as C&C

IOC Challenges
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TTPs are more stable

Incident 1

Incident 3Incident 2

Incident 1

Incident 3

Incident 2

Unique TTPs
Yara 
Snort
Sigma
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Stealthier
• Prevention becomes more and more difficult

• Spear phishing emails bypassing protective layers
- Mimicking trusted parties
- Unpatched vulnerabilities
- Non-active or low-active content (JavaScript, Macros)
- Encrypted, password protected, attachments

• Using legitimate OS components (PowerShell, WMI)
• Using legitimate credentials
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(Not)Petya
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Prevention
Threat x Vulnerability x Impact

Adversaries

Security 
ControlsAssets

Infrastructure (IOCs)
Methods (TTPs)
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Prevention
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Critical Controls

Baseline

Critical Assets



Check Against New TTPs
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Critical Controls

Baseline

Critical Assets

New vulnerabilities
New methods (TTPs)



Adapt
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Critical Controls

Baseline

Critical Assets



APT28 + Powershell
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• FF, IE, Chrome saved credentials
• Recoverable with PowerShell

• SS7 vulnerability

Credential Attack
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Prevention/Detection
• Maximise the benefit of IOCs

– Timeliness and quality
– Exchange faster and implement automatically

• TTPs are more stable and valuable
- Work to do on taxonomy (Att&ck, Sigma)
- Work to do on translation in actionable code (OpenC2)

• Critical controls have to adapt dynamically
– New critical vulnerabilities
– New methods

• Credentials become critical to monitor
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Maturity

Mature

Moderately 
Mature

Immature

Threat Intelligence / TIP
SOC/CERT/IDS/Red Team
Corporate monitoring
Adaptive critical controls

Outsource to MSS
Baseline critical controls

Off the shelf security

19%

80%

1%
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Challenge

Time

Sophistication

Adversary
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Leakage of Sophisticated Tools
• Espionage & law enforcement tools

– CIA, NSA etc. 
– Hacking Team
– NSO

• Penetration and vulnerability testing tools
– Mimikatz
– Cobalt Strike
– Luckystrike
– Responder
– Metasploit



Gap

Off the shelf

Time

Sophistication

Adversary

Mature
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Opportunity

Mature

Moderately 
Mature

Immature

Threat Intelligence / TIP
SOC/CERT/IDS/Red Team
Corporate monitoring
Adaptive critical controls

5%

15%

80%

?

Off the shelf security

MSS
Baseline critical controls

32



Opportunity

Mature

Moderately 
Mature

Immature

Threat Intelligence / TIP
SOC/CERT/IDS/Red Team
Corporate monitoring
Adaptive critical controls

MSS / CTI Fusion Center
Adaptive critical controls
Corporate monitoring

Off the shelf security
Baseline critical controls
ISP protection

5%

15%

80%

?

Off the shelf security
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Gap

Time

Sophistication

Off the shelf
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Opportunity
ISP/Cloud with security built in
• IDS/IPS/Firewall + indicators/rules
• Secure DNS, DMARC
• Scanning service for vulnerabilities/misconfiguration
• Block/remove rogue devices/systems
• Corporate monitoring – domains/credentials
• Awareness raising
• Baseline controls
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Opportunity
Community
• Threat monitoring
• Curated IOCs and Hunting rules
• Taxonomies, standards
• Adaptive critical controls
• Use cases, playbooks, tools
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Just One More Thing
Any information relating to an identified or 
identifiable natural person

• IP, DNA, fingerprint, credit card, username, 
address, email address, phone number…

• Processed by an establishment in the EU
• Or related to data subjects in the EU
• Or related to behavior taking place in the EU

• Even if at no cost
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Lawfulness
GDPR spells out six lawful grounds:
a. Consent
b. Contract
c. Compliance with a legal obligation
d. Vital interests of a person
e. Task in the public interest
f. Legitimate interest

Ø Recital 49 



• Processing of personal data to the extent 
strictly necessary and proportionate for 
the purposes of ensuring network and 
information security … constitutes a 
legitimate interest.

• No need for consent of the data subjects.
• Purpose of the processing and its 

justification should be documented 
• Precautions needed to avoid use for 

other purposes.

Recital 49



• Threat landscape becomes ever more challenging
• Optimise the use of CTI in your infrastructure

• Strengthen the community

• Raise the bar
• But not only for the 1%...

Take Aways
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Don’t Hide The Risk, Manage It

freddy.dezeure@gmail.com
dezeuref@gmx.com

freddy.dezeure@protonmail.com

Thank You
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